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1. Easy to audit code
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[key1] : Search for source codes regarding “pulse with modulation”

and controlling the motor from external sources (e.g., remote

control). Look for “count status”.

Count statusE &o2tes EA 212 EUE HO|E0A count statusE 7tXl EXHE0| EXYst
=X HMS SEpAOLL EXYSIX| USS ZOISHRALCE

PX4-Aqupilot-main % grep -rl 'count status'
X PX4-Autopilot-main % ||

Figure 1. E{0|'H0| A “count status” EXIES HM

Figure 12 grep —rl ‘count status’ HEO|E ALE5L0] count statusE AMSIRAS If L= AL}

0|0 OFF A= =X SFX| H=Ct
O[O “count” EXAEO| EXfdt= LEO0 ofle =AHE0| AHEEl= E

HEZ| E= LSS SSHACE e Z2tE Figure 20 HFSHALE
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./src/drivers/optical_flow/px4flow/px4flow.cpp
./src/drivers/optical_flow/px4flow/i2c_frame.h
./src/drivers/rpm/pcf8583/parameters.c
./src/drivers/rpm/pcf8583/PCF8583.cpp
./src/drivers/rpm/pcf8583/PCF8583.hpp
./src/drivers/transponder/sagetech_mxs/SagetechMXS.hpp
./src/drivers/transponder/sagetech_mxs/sg_sdk/LICENSE
./src/drivers/transponder/sagetech_mxs/sg_sdk/target.c
./src/drivers/transponder/sagetech_mxs/sg_sdk/target.h
./src/drivers/transponder/sagetech_mxs/SagetechMXS.cpp
./src/drivers/smart_battery/batmon/batmon.cpp
./src/drivers/rc/crsf_rc/QueueBuffer.hpp
./src/drivers/rc/crsf_rc/CrsfRc.hpp
./src/drivers/rc/crsf_rc/CrsfRc.cpp
./src/drivers/rc/crsf_rc/QueueBuffer.cpp

Figure 2. E{0|H0|M “count” EXIES HMAUS wj Za}
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g2 & = A5, count 40| 16%l2te &N =A 2!
Z40|2tT TERSIHT|0] PWME ST B20| T, count =OxBte EHOE AMZ HMES A%
SHICE sfiE A= Figure 30 MESHRILCE

PX4-Autopilot-main % grep -rl 'count=0x'
./src/drivers/pwm_input/pwm_input.cpp

a. M

Figure 3. E{0|90M “count=0x" EXIES ZHMMS of Ao}

grep —rl ‘count=0x'" ELHE pwmi} BHE WA= /sre/drivers/pwm_input/pwm_input.cop
£ HOHHRUL, SiY I 20M countE AMTH Zup, FAHo= 7| 7410 50U= A2 &
7

M- A=
1SHRALE SiE 7| 2t2 Figure 40(A ol == RUCEH

—

PWMIN: :print_status()

H

NFO("count=%u period=%u width=%u",

_pulses_captured),
S _last_period),
static_cast<u gned>(_last_width));
return 0;

Figure 4. [key1]2| 7| 2t

O|2 ECZ [key1]9| %t2 OxDASDFC310|LCt,
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[key2] Look for collision prevention feature, using the Google Test

framework. There will be a special comments indicating the

expected index for the “set point”.

Count statusE &oets 22X =S EE HOZO0A count statusE 7+ 2XHE0| =X
(o]

St=Al dME SHEU2LE EXOHA ESS =Qs

Google TestZ7t FAQIX| ZE=27[0f, O|Z0] FALUX| F=E HMS SO0 HHEULC

TEST( TestSu i teame, TestMame) {

r

A Tests factorial of 0. -

TEST(FactorialTest, Handlezieralnput) i
EXPECT _EQ(Factorial (0), 13;

fr

A4 Tests factorial of positive numbers

TEST(Factor jalTest. HandlesPositivelnpout) 1
EAPECT EQCFactorial (1), 13
EXPECT FOfFactorial (2}, 2).
EAPECT_FOfFactorial(3), B))
EXPECT_El(Factorial (8), 40320);

I

Figure 5. Test X

ZDo|t, 0| Ef2 IEO|& TEST 2 TEST F2te &

Figure 5= Teste| +ZXE &0t
CHSLRACE 7] 242 oiE mo| Exe 2ol 7|,

Atgol =g Zdof2tyn T

Find . —type f —print | xargs grep — | “Test’E O|8&3I0 HAMSIAL} B2 mYUS0| EHE 0
|

CtE2 =S O ROLE QUL Collision prevent (5= WX|) 2t =0 =X 50 ot #He
£ 4 E0[7| 2I5t% O|E Figure 61t Z0| HHOE 0[50 AMZ A|=5IRAL, Figure 71t
2z

22 Zigts =elstACE

= HA =
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72 SQISIUES W, siY 0| SHZEl= A2 CollisionPreventionTest.cpp O =t
Zlofle AS &0 5= AJUCE EHMOIM “set point'2Hs 7| EQl =0 1, O|F HE

St 7] 2tS ol mtOM Aot 5= AS AHeh EA5HAL.

Figure 7. SEYX|2} TEST EXIE =S 0|8%t0 == E Zuzl.

Figure 8. M&VSCode 2| EAE &7| 7|55 0[8310] [key2]atel 7| gts =QI5HRULCE

Figure 8. [key2]°| 7| Zt

0|2 ECHZE [key2]2| 2t2 Ox8E2615E00|LC}
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[key3] Search for “laser distance sensor related codes” via the

serial part in the driver. There is a security check to prevent heap

buffer overflow bug(hint : find PX4 git commit history to see the security patch).

Driver C|2E{2| Q0| “laser distance sensor"@} ZTE FEZ ZAAMSigtn siocoz

siE Tofet BB E CIMEHZIE X2 2t

/PX4-Autopilot-main/src/drivers/distance_sencsor/lightware_laser serial/ It 2 HZ2ZE &2

=
2 AD, s BZO|M lightware laser serial.cppsS EHM Z=ACHZ HIZ &2 % QUQUCH

22 ZUMWE heap, buffer, overflow0i| 2ot THO{7F SHF A 0| EXfSH=X] VSCodeE 0| &5}
SHRALE Figure 9, Figure 10, Figure 112 ZIZt heap, buffer, overflowE offT It 0| A{

AMAS W L2 ZutolLt,

¥ 2 O
o
1=

Figure 9. “heap” ZAM Zu}

perf_begin(_sample perf);
t read elapsed = hrt elapsed time(& last read);

ar readbuf[sizeof( linebuf)];
signed readlen = sizeof(readbuf) - 1;

onst hrt abstime timestamp sample = hrt absolute time();
nt ret = ::read(_fd, &readbuf[8], readlen);

Figure 10. “buffer” ZA Zn}
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8: i ¢« ret; i+t

if (_linebuf index
_parse_state =
}

if (0K == lightware parser(readbuf{i], linebuf, & linebuf index, & parse state, &distance m))

}
Figure 11. overflow ZA Zat

Figure 112101 _linebuf=0x7F2ADC580|2}= (0] =22 ME|E|0f sH4XN UYL, 0|F 0]
&5t [key3]2| 7|4f2 0x7F2ADC580|LC.

[key4] In remote control system, there is CRSF protocol. Search
for a hexadecimal value for the **COMMAND** offset in the ‘type’
field of the CRSF packets.

OSB82, CRSFE 7}

~{Desktop/PX¥4-Autopilot-main/PX4-Autopilot-main

$ find . -type d -name "*crsf*”
Jfsro/drivers/rc/orst rc

~f Desktop/ PX4-Autopilot-main/PX4-Autopilot-main

Figure 12. crsfe| 0|52 Z&6l= C|HEZ| ZAM Znt

Zto|H, TF StLto| mpuh EIYSIALD, M L&

tof &t

mjo
ot
rlo

Figure 12 dlilY EAtEE 0|8
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Ol M Figure 131} 20| COMMANDE ZAMot At 0x32 L7t EXY S

> | coMmAND| Aa b, ¥ | 10f1

command

Figure 13. ./src/drivers/rc/crsf_rc 0lA{ COMMAND ZHX Zx}

WZhort B U] LLX| 0h, BE CIHEZ|O|A ‘CRSF 2AIRO| EXSHEA K A
SH9UD, Figure 149} 22 ZME Boletgict

./boards/modalai relif 3 SF_RAW" ]; then
./boards/modalai 7 /bi Starting CRSF RC driver”
./boards/modal. rg; 11 c rc start -d 7

rs/mavlink rc
vers/mavlink rc

2 /modalai/vox]12-slpi/ 1 vli 2 Jsing CRSF mode™); }
. /boards/modal ~-slpifsrc/dri use CRSF protocol over the
INPUT_SOURC

MODULE dr:
MAIN crsf rc

sfParser.cpp
sfParser.hpp
. pp
CrsfParser :* Parser for incoming CRSF packets
CrsfPar: i

1
SF_CHANNEL_VALUE MAX - CRSF_CHANNEL VALUE_MIN)

SF_PAYLOAD SIZE GPS
CRSF_PAYLOAD SIZE BATTER!

Figure 14 crsf 2XIE0| EX|5t= ot AN Zat

CRSFut &&= ClIHEHE|IE ¥e T ER2 WOl /sre/drivers/rc/crsf rc/CrsfParser.cpp

H|0|X] 9 /13



of ExfotCte Ada &elstn, sy o LHE oA COMMAND EHO{E figure
M AT CRSF_PACKET TYPE_.COMMAND =0x32 €0 =Mo=2 7|30] &0

StICH =M =AUCHZ CRSF_PACKET 1f ZtHE W&0|2= 7| 20| =HastiLt.

> command

enum CRSF_P

64  enum CRSF_P,

hunked binary (OpenTX outbound telemetry buffer limit)

Figure 15 ./src/drivers/rc/crsf_rc/CrsfParser.cpp HlM command ZAM Zn}

Ol EMiZ [key4]= OxE1936CD4O|C},

.

HEHMoZ FH2 [keylllkey2llkey3]lkeyd| S ZT3}0]

Ob¥

DA8DFC318E2615E07F2ADC58E1936CD40|C}.
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2.Unraveling the Packet Mystery
1) =X 24

MAVLinkZt OSI 545 E €1, oid EME &7 {5t O mjzlel #=EF O|s5t0{0f
SICE MAVLInke| IfZE WireSharkE O|&3t0 £45t1, 0| EMZ 7| ¢S FECL

2) =X =0

[ ] frame[44:1]== fe && frame[49:1]==fd && udp.port == 14550| -]+

No. Time Source Destination Protocol ' Lengtt | Info
923 92.656239 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
978 92.850430 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
1012 93.153082 127.0.0.1 127.0.0.1 ubp 103 14550 - 14445 Len=59
1042 93.383858 127.0.0.1 127.0.0.1 UubP 103 14550 - 14445 Len=59
1160 98.516772 127:0-01 127.0.0.1 ubp 103 14550 - 14445 Len=59
1266 98.708547 127.0.0.1 127.90.0.1 UubP 103 14550 - 14445 Len=59
1324 98.965287 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
1386 102.573925 127.0.0.1 127.0.0.1 UbP 103 14550 - 14445 Len=59
1596 105.401741 127.0.0.1 127.0.0:1 ubp 103 14550 - 14445 Len=59
1620 105.421131 127.0.0.1 127.0.0.1 ubp 103 14550 - 14445 Len=59
1847 110.182861 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
2151 114.722425 127.0.0.1 127.0.0.1 ubp 103 14550 - 14445 Len=59
2433 119.181082 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
2761 123.865525 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
4889 166.039584 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
5206 170.298243 127.0.0.1 127.0.0.1 ubp 103 14550 - 14445 Len=59
5698 179.659683 127.0.0.1 127.0.0.1 ubp 103 14550 - 14445 Len=59
5944 183.508821 127.0.0.1 127.0.0.1 UbDP 103 14550 - 14445 Len=59
7878 211.782597 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
7920 211.928393 127.0.0.1 127.0.0.1 UubP 103 14550 - 14445 Len=59

Frame 923: 103 bytes on wire (824 bits), 103 bytes 0000 00 00 03 04 @0 06 00 00 00 00 00 00 00 00 08
> Linux cooked capture vl 0 40 03 40 11 ga 9d zf 00 00
Internet Protocol Version 4, Src: 127.0.0.1, Dst: 38 6d 00 43 fe 56 fe 33 c8

66 6c 69 67 68 74 20 46 61
User Datagram Protocol, Src Port: 14550, Dst Port: 70 6; 73 73 65 73 20 31 36
Data (59 bytes)

6f 6e 73 69 73 74 65 6e 74
9e

HE®R mjzl M =75 AL8SH0 izl 2ME A|ZBCh MAVLInk ZEEZEE 7|2XHe=
UDP(User Datagram Protoco)& AME3t0, LHIHO=Z 14550 ZEE ARESI S45E=Z
udp.port == 145502t= HHOE AFESHH MAVIink ZEEES A8%ts 2SS g2 =

Ct MAVlink& 0 i byteOl Start markerQl fe, 1# M byteOl Payload lengthE LtEILE 2f, 2H
M byteO SEQ, 3% M| byteO| SYS ID, 4% W byteO| COMP ID, 5 R byte® MSG ID, 6'H
T byteH payload?| HIO|HZE O|FO{X QUCL

feeb= H|O|E{2 A|XIS{OISIE 2 frame[44:1] == fe 2= HEOE AL SICH

58 B byte® MSG IDQ| 2t0| 10742 253(16%I+2 fd)Q T{ZI0| =ZEt=l TZI0|2 2 A|XH|
E+50Q 49 W byteZ} fdQl TS &7| [l frame[49:1] == fd BHHE ALEPHCE

Ho[X| 11 /13



[ frame[44:1]== fe && frame[49:1]== fd && udp.port == 14550 -

No. Time Source Destination Protocol Lengtt Info
923 92.656239 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
[| 978 52850430 127.0.0.1 ____127.0.0.1 ______UDP___103 1550 - ldass Len=so |
| 1012 93.153082 127 0 0 1 127 0 0 1 ubpP 103 14550 - 14445 Len=59
1042 93.383858 7.0.0.1 7.0.0.1 ubpP 103 14550 - 14445 Len=59
[ 1160 98.516772 _127.0.0.1 _____127.0.0.1 ______UDP___103 1d550 - laads len=o |
| 1266 98.708547 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
1324 98.965287 127.0.0.1 127.0.0.1 UbP 103 14550 - 14445 Len=59
1386 102.573925 127.0.0.1 127.0.0.1 uppP 103 14550 - 14445 Len=59
1596 105.401741 127.0.0.1 127.0.0.1 ubP 103 14550 - 14445 Len=59
| 1620 105.421131 127.0..1 ____127..0.1 _____ UDP 103 14550 - l4dd5Len=9 |
1847 110.182861 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len—59
2151 114.722425 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
2433 119.181082 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
2761 123.865525 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
4889 166.039584 127.0.0.1 127.0.0.1 uppP 103 14550 - 14445 Len=59
5206 170.298243 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
[ 5698 179659683 _127.0.0.1 ____127.0.0.1 ______UDP____103 lds50 - ldads len=s0 |
5944 183.508821 127 0.0 i 127.0.0 1 upP 103 14550 - 14445 Len=59
7878 211.782597 127.0.0.1 127.0.0.1 uppP 103 14550 - 14445 Len=59
I 7920 211.928393 127.0.0.1 127.0.0.1 ubP 103 14550 - 14445 Len=59
8652 225.002846 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59

Frame 1620: 103 bytes on wire (824 bits), 103 bytes captur © 00 00 03 04 00 06 00 00 00 00 00 00 00 00 08 00
Linux cooked capture vi 0010 45 00 00 57 8d c8 40 00 40 11 ae cb 7f 00 00 01
Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0. gggg ;{ 22 gg g; ;g gg gg 2g 28 g; ;g 32 ;8 22 gi g;
User Datagram Protocol, Src Port: 14550, Dst Port: 14445 0040 6c 3a 20 43 6f 6d 70 61 73 73 65 73 20 31 35 34
Data (59 bytes) 0050 c2 b0 20 69 6e 63 6f 6e 73 69 73 74 65 6e 74 00

01011d02507265666c69676874204661696c3a20436° 0060 00 00 00 00 00 €@ 86

Figure 16 ZZEE|X| @42 i3l

[A frame[44:1]== fe && frame[49:1]== fd && udp.port == 14550 -]

No. Time Source Destination Protocol ' Lengtt Info
923 92.656239 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
978 92.850430 127.0.0.1 127.0.0.1 upP 103 14550 - 14445 Len=59
1012 93.153082 127.0.0.1 127.0.0.1 ubP 103 14550 - 14445 Len=59
1042 93.383858 127.0.0.1 127.0.0.1 UbP 103 14550 - 14445 Len=59

| 1160 98516772 _ 127.0.0.1 _127.0.0.1 P 103 14550 - 14da5 Len-50 |
1266 98.708547 127.0.0.1 127.0.0.1 upP 103 14550 - 14445 Len=59
1324 98.965287 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
1386 102.573925 127.0.0.1 127.0.0.1 UDP 103 14550 - 14445 Len=59
1596 105.401741 127.0.0.1 127.0.0.1 ubP 103 14550 - 14445 Len=59
1620 105.421131 127.0.0.1 127.0.0.1 uppP 103 14550 - 14445 Len=59
1847 110.182861 127.0.0.1 127.0.0.1 uppP 103 14550 - 14445 Len=59
2151 114.722425 127.0.0.1 127.0.0.1 ubpP 103 14550 - 14445 Len=59
2433 119.181082 12720051 127.0.0.1 uppP 103 14550 - 14445 Len=59
2761 123.865525 127.0.0.1 127.0.0.1 UDP 103 14550 - 14445 Len=59
4889 166.039584 127.0.0.1 127.0.0.1 uppP 103 14550 - 14445 Len=59
5206 170.298243 127.0.0.1 127.0.0.1 uppP 103 14550 - 14445 Len=59
5698 179.659683 127.0.0.1 127.0.0.1 upP 103 14550 - 14445 Len=59
5944 183.508821 127.0.0.1 127.0.0.1 upP 103 14550 - 14445 Len=59
7878 211.782597 127.0.0.1 127.0.0.1 uppP 103 14550 - 14445 Len=59
7920 211.928393 127.0.0.1 127.0.0.1 UDP 103 14550 - 14445 Len=59
8652 225.002846 127.0.0.1 127.0.0.1 ubP 103 14550 - 14445 Len=59

00 00 03 04 00 06 00 00 00 00 00 00 00 00 08 00
) 45 00 00 57 79 32 40 00 40 11 c3 61 7f 00 00 01

0020 7f 00 00 01 38 d6 38 6d 00 43 fe 56 fe 33 c6 01

0030 01 fd 02 16 9f 65 75 00 00 00 00 00 00 74 fb

Frame 1160: 103 bytes on wire (824 bits), 63 bytes capture
Linux cooked capture vi1

Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.
User Datagram Protocol, Src Port: 14550, Dst Port: 14445
Data (19 bytes)

- | I I01011‘d02 169f657500000000000074 b
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StCh =X E TZISS market 21 472

%2 MZIS length7t 590|1, ZEE T}zl AmEH

i
ojZl0] =& As &

00 00 03 04 00 06 00 00 00 00 00 00 00 00 08 00
45 00 0@ 57 72 6@ 40 00 40 11 ca 33 7f 00 00 01
7f 2 6d 00 43 fe 56 fe 33 el 01
01 fj 02 bd a3 df 8] 00 00 00 00 00 00 a® 40
Figure 18 No.978

00 00 03 04 00 06 00 00 00 00 00 00 00 00 08 00
45 00 00 57 79 32 40 00 40 11 c3 61 7f 00 00 01
7T 0@l : 00 43 fe 56 fe 33 c6 01
01 00 00 00 00 00 74 fb
Figure 19 No.1160

00 00 03 04 00 06 00 00 00 00 00 00 00 00 08 00
45 00 0@ 57 3b ee 40 00 40 11 00 a6 7f 00 00 01
7f 0@ : S 00 43 fe 56 [fe 33 34 01
01 00 00 00 00 00 00 00 00
00 0°Y : 00 00 00 00 00 00 00 00
00 00 00 @0 00 @@ 00 18 el

Figure 20 No.5698

00 00 03 04 00 06 00 00 00 00 00 00 00 00 08 00
45 00 0@ 57 7d aa 4@ 00 40 11 be e9 7f 00 00 01
7f 0@ Rl 6d 00 43 fe 56 [fd 33 9 01
01 ) 00 00 00 00 00 00 00 b9 ad
Figure 21 No.7920

9l 47l ArEl2 Z=ZEl ozl LEo|tt

6 Y byte—'?'—E1 M&std D sh= ZZHE HO|E{0|E2 payloadl| #t2 XOFEH E=ICt FlagZt

028 Mt LIHX| 4byte¥ &=MIHE

0|X| 13 /13

ojof &9



